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SARBANES OXLEY

ACT of 2002

Introduces new Legislation after financial scandals like:

10 to 12 years Criminal  Penalties www.Chiarini.it



 WHAT DOES SARBANES OXLEY INTRODUCE?

www.Chiarini.it

•Establishes new standards for Corporate Boards and Audit Committees 

•Establishes new accountability standards and criminal penalties 

for Corporate Management 

•Establishes new independence standards for External Auditors 

•Establishes a Public Company Accounting Oversight Board (PCAOB) 

under the Security and Exchange Commission (SEC) to oversee 

public accounting firms and issue accounting standards 
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SOX: An Act to protect
investors by improving the
accuracy and reliability of

corporate disclosures

SOX: An Act to protect
investors by improving the
accuracy and reliability of

corporate disclosures
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SOX - SARBANES OXLEY - TITLES

• Public Company Accounting Oversight Board
• Auditor Independence
• Corporate Responsibility
•• Enhanced Financial DisclosuresEnhanced Financial Disclosures
• Analyst Conflicts of Interest
• Commission Resources and Authority
• Studies and Reports
• Corporate and Criminal Fraud Accountability
• White Collar Crime Penalty
• Corporate Tax Returns
• Corporate Fraud and Accountability
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SOX - SARBANES OXLEY - ROLES

• Executives:
– Responsibility for financial reporting and keeping the markets informed
– Certifications (Sections): 

                 - 302 “Control Procedures for Financial Reports”
- 404 “Internal controls for financial reporting”
- 906 “CEO/CFO’s written statement on fairness”

– Implement Code of Ethics and Procedure
• Supervisory Board:

– Enhanced oversight
– Appointment of a “financial expert”

• Auditors (External):
– Independence
– Attestation on internal controls
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SOX - SARBANES OXLEY - SECTION 302

• Section 302 requires:
– Quarterly certification by the CEO / CFO regarding the completeness and

accuracy of quarterly reports as well as the nature and effectiveness of
Control Procedures (CP) supporting the quality of information included in
such reports

• Representations by CEO and CFO as required by Section 302 to include:
– Review of report: no false statement or omission of facts and fair

presentation of financial position, results and cash flow
– Responsibility for design and maintenance of controls and controls

effective during 90 days prior to filing
– Disclosure of deficiencies in internal control and fraud to external auditor
– Significant changes that affect internal control and management response

• Actions:
– Enhance CP assessment and turn into consistent and continous process
– Ensure coverage of entire organization
– Embedding into regular review and monitoring processes
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SOX - SARBANES OXLEY - SECTION 404
• Section 404 requires:

– Annual Management report regarding effectiveness of internal control over
financial reporting and attestation by the company’s auditors as to the
accuracy of mngt’s assessment

• Representations by CEO and CFO as required by Section 404 to include:
– Management responsibility for adequate internal controls
– Conclusion about management’s evaluation of internal controls for

financial reporting

• Actions:
– Document of processes and internal controls (process/activity, risk,

control, responsibility)
– Management’s evaluation of effectiveness (audits and self assessments)
– Attestation by external auditor

• Attestation by the auditor on management’s report on internal control
requires:
– Management accepts responsibility and assesses internal controls
– Controls are suitably designed and appropriately documented
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SOX - SARBANES OXLEY - SECTION 404

• Management’s assessment must be based on procedures sufficient to
evaluate the processes

• Management must maintain evidential record, including documentation, to
provide reasonable support for the assessment

• Any material lack in internal control over financial reporting precludes
management from reporting that internal control is effective

  Reiteration of guidance regarding independence:
• Auditors may assist management in documenting internal controls.
• Management must be actively involved in the process; cannot delegate

assessment responsibility to the auditor
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SOX - SARBANES OXLEY – PROCESSES INVOLVED

• Financial Reporting
• Internal Accounting
• Operations & Quality Management (for Compliance and Regulatory)
• IT
• Internal Auditing



www.Chiarini.it

SOX - SARBANES OXLEY – HOW TO OBTAIN COMPLIANCE

•Compliance with COSO – COBIT control
standards (or other accepted standards)

• Clear documentation of internal controls

Evidence that management have evaluated the
effectiveness of operation, of the procedures and
controls

• Evidence that the auditor has adequately
evaluated the processes

• Evidence that the Audit Committee has taken an
exhaustive interest to the effectiveness of controls
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SOX - SARBANES OXLEY – THE IMPLEMENTATION PROJECT

Top Down Project

-Phase 1 - Preparation:
                  Project plan and initial communication
                  Overview of key processes
                  Project Team (Roles, Responsibilities) 
                  Training

-Phase 2 – Development of 404:
                  Risk Analysis and Assessment
                  Documentation templates 
                  Drafting of Control Procedures and Ethics Code
                  Testing of Procedures
                  Training and Implementation 
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SOX - SARBANES OXLEY – THE IMPLEMENTATION PROJECT
- Phase 3 – Management Assessment (Internal Audit)

                     Assessment of key controls
                     Identification of gaps (internal control weaknesses)

Reaction action plan for improvement (closing the gaps)
Completed and validated documentation on process, risk
and controls

- Phase 4 – Internal Reporting

                   Overview of the assessment process
                   Reported conclusions on effectiveness of internal control,
                   weaknesses and reportable conditions and improvement
                   actions
                   Clear process for 302 certification and 404 reporting
                   Definition of the text of the 302 certification and 404
                   reporting in SEC filing
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SOX - COSO WHAT’S COSO?

From Coso.org

COSO =Committee of Sponsoring Organizations of the Treadway Commission

Guidelines for Self Assessment and procedures
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SOX - COSO SELF-ASSESSMENT QUESTIONNAIRE

SECTIONS
1- Control Environment
2- Risk Management
3- Control Activities
4- Information and Communication
5- Monitoring
6-Table of procedure/controls owners
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SOX - COSO SELF-ASSESSMENT QUESTIONNAIRE

• Each section is completed by the functional manager in charge of each area of
activity or responsibility

• Each item must be answered even when not applicable (in this case justify in
details)

• The item (in bold) is a point of focus or Key control
• The evaluation is based on a scale of values:

N.a. = Not applicable
1 = absent (no control exists)
2 = inadequate (existing controls do not cover the point of focus)
3 = mostly adequate (existing controls cover most of the point of focus)
4 = adequate (existing controls cover all of the point of focus)

• Any evaluation at level 1 or 2 must include the description of a detailed action
plan with a completion date

• The entire questionnaire must be reviewed and approved by the CEO/CFO
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SOX - COSO SELF-ASSESSMENT QUESTIONNAIRE

Examples of key points (59 points)
• Section 1 - Control Environment
Integrity and Ethical Values: management conveys the message that integrity and
ethical values cannot be compromised, and employees receive and understand
the message. Management continually demonstrates, through words and actions,
a commitment to high ethical standards
1. A formal document describes the mission and organization of the Board

of Directors?
2. Codes of conduct and other policies regarding acceptable business

practices, conflicts of interest, or expected standards or ethical and
moral behavior exist and have been adequately implemented?

……..
• Section 3 - Control Activities
39. Cash movements and use are properly authorized and controlled?
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SOX - COSO SELF-ASSESSMENT QUESTIONNAIRE
Examples of Control Procedures after Action Plans for a medium plant
• Billing & revenue recognition
• Customer’s payment & bad debts
• Good & services receipt
• Supplier’s payment
• Contract management
• Production & stock management
• Acquisition disposal
• Valuation & depreciation
• Equity & debt
• Liquidity & credit
• Payroll administration
• Tax management
• Insurance management
• General & administration expenses
• Accounting policies
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SOX – WHAT’S COBIT?

Cobit is a standard with 34 points of compliance, based on PDCA approach 

Control OBjectives for Information and related Technology
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SOX – WHAT’S COBIT?

IT RESOURCES

d ata
ap p licatio n  
systems
tech n o lo gy
facilities
p eo p le

PLANNING &
ORGANISATION

ACQUISITION &
IMPLEMENTATION

DELIVERY &
SUPPORT

MONITORING

PO1   define a strategic IT plan
PO2   define the information architecture
PO3   determine technological direction
PO4   define the IT organisation and relationships
PO5   manage the investment in IT
PO6   communicate management aims and direction
PO7   manage human resources
PO8   ensure compliance with external requirements
PO9   assess risks
PO10  manage projects
PO11  manage quality
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SOX – WHAT’S COBIT?

IT RESOURCES

d ata
ap plicatio n 
systems
tech no lo gy
facilities
p eop le

PLANNING &
ORGANISATION

ACQUISITION &
IMPLEMENTATION

DELIVERY &
SUPPORT

MONITORING

AI1 identi fy solutions
AI2 acquire and maintain application 

software
AI3 acquire and maintain technology 

infrastructure
AI4 develop and maintain 

procedures
AI5 install and accredit systems
AI6 manage changes
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SOX – WHAT’S COBIT?

IT RESOURCES

data
application 
systems
technology
facilities
people

PLANNING &
ORGANISATION

ACQUISITION &
IMPLEMENTATION

DELIVERY &
SUPPORT

MONITORING

DS1  define service levels
DS2  manage third party services
DS3  manage performance and capacity
DS4  ensure continuous service
DS5  ensure systems security
DS6  identify and attribute costs
DS7  educate and train users
DS8  assist and advise IT customers
DS9  manage the configuration
DS10  manage problems and incidents
DS11  manage data
DS12  manage facilities
DS13  manage operations
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SOX – WHAT’S COBIT?

IT RESOURCES

d ata
ap p licatio n  
systems
tech n o lo g y
facilities
p eo p le

PLANNING &
ORGANISATION

ACQUISITION &
IMPLEMENTATION

DELIVERY &
SUPPORT

MONITORING

M1 monitor the processes
M2 assess internal control adequacy
M3 obtain independent assurance
M4 provide for independant audit



WHAT IS HAPPENING IN ITALY
CSR - 231 ITALIAN LAW

ACT OF 2001
INTRODUCES LEGAL RESPONSIBILITY OF
MANAGEMENT AND COMPANIES TOO
THE COMPANIES HAVE TO:

CONDUCE A “RISK ANALYSIS”
WRITE A “MANAGEMENT MODEL”
WRITE AN “ETHICS CODE”
WRITE CONTROL PROCEDURES REGARDING CRITICAL
POINTS
CONDUCE INTERNAL AUDIT WITH AN INDIPENDENT
COMMITTEE TEAM

           BUT….BUT….
www.Chiarini.it



CSR - 231 ITALIAN LAW

Is applicable in all the companies
Focus on White Collar Crimes like:

undue perception of public distributions
swindle in damage of the State or public agencies or for the
attainment of public distributions (es. communitarian
contributions, italian, regional, etc.)
IT swindle in damage of the State or other public agencies
corruption for an action of office and a contrary action to the
office duties
corruption in legal proceedingses
incitement to the corruption
extortion
imbezzlement to damage of the State or other public agencie

Enterprise Association Guidelines approved by Justice Minister
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CSR: SOX, 231 & ISO 9001:2000

Integrated Management System:

Top Management Policy (Quality, Regulatory and Ethic
Objectives)
Same template for procedures
Same documents control (under Quality Manager)
Similar training procedure (for example for “Company
Welcoming)
Audits lead by the same Internal Audit Committee
Same management review
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